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DFARS Clause 252.204-7012 requires contractors / sub-contractors to:

1. Provide adequate security to safeguard covered defense informationthat resides on or is transiting through 

a contractorõs internal information system or network

2. Report cyber incidents that affect a covered contractor information system or the covered defense 

information residing therein, or that affect the contractorõs ability to perform requirements designated as 

operationally critical support

3. Submit malicious software discovered and isolated in connection with a reported cyber incident to the DoD 

Cyber Crime Center

4. Submit media (if requested) and additional information to support a damage assessment

5. Flow down the clause in subcontracts for operationally critical support, or for which subcontract 

performance will involve covered defense information.



4

Covered Defense Information ðDefinition

Covered defense informationmeans:

1. Unclassified controlled technical information (CTI) or other information as described in the CUI Registry 

that requires safeguarding or dissemination controls pursuant to and consistent with the law, regulations, 

and government-wide policies and is ð

a. Marked or otherwise identified in the contract, task order, or delivery order and provided to contractor 

by or on behalf of, DoD in support of the performance of the contract; OR

b. Collected, developed, received, transmitted, used, or stored by, or on behalf of, the contractor in 

support of the performance of the contract.*

* Lƴ ǎǳǇǇƻǊǘ ƻŦ ǘƘŜ ǇŜǊŦƻǊƳŀƴŎŜ ƻŦ ǘƘŜ ŎƻƴǘǊŀŎǘ ƛǎ ƴƻǘ ƳŜŀƴǘ ǘƻ ƛƴŎƭǳŘŜ ǘƘŜ ŎƻƴǘǊŀŎǘƻǊΩǎ ƛƴǘŜǊƴŀƭ 
information (e.g., human resources or financial) that is incidental to the contract performance
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DoD Owned
and/or

Operated
Information System

/ƻƴǘǊŀŎǘƻǊΩǎ LƴǘŜǊƴŀƭ {ȅǎǘŜƳ

CSP

System Operated
on Behalf of the DoD

Controlled Unclassified Information

CSP

When cloud services are used to 
ǇǊƻŎŜǎǎ Řŀǘŀ ƻ ǘƘŜ 5ƻ5Ωǎ ōŜƘŀƭŦΣ 
DFARS clause 252.239-7010 and DoD 
Cloud Computing SRG apply

Cloud Service Provider

When cloud services are provided by 
DoD, the DoD Cloud Computing SRG 
apply

Cloud Service Provider

Controlled Unclassified Information

Internal 
Cloud

NIST SP 171

External SP
Equivalent to 

FedRAMP
Moderate

Á Federal Contract Information
Á Controlled Unclassified 

Information
Á Covered Defense 

Information
- Includes Unclassified 

Controlled Technical 
Information



Adequate Security Defined
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ÁDFARS 252.204-7012 (b)Adequate security. The Contractor shall provide adequate security on all covered 
contractor information systems. To provide adequate security, the Contractor shall implement, at a minimum, 
the following information security protections:

Á(b)(2)(ii)(A): The Contractor shall implement NIST SP 800-171, as soon as practical, but not later than 
December 31, 2017.

ÁContractor shall notify the DoD Chief Information Officer (CIO), via email at osd.dibcsia@mail.mil, within 
30 days of contract award, of any security requirements specified by NIST SP 800-171 not implemented at 
the time of contract award.
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NIST SP 800-171 Requirements
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ÁDetails the security requirements to protect 
confidentiality of Federal Contract Information, CDI, 
or CUI on non-Federal information systems.

ÁActs as a non-tailorable baseline, but offers flexibility 
in how to meet requirements

ÁMost requirements focus on policy, process, and 
configuring IT securely, but a number of controls may 
require security-related software or hardware.



NIST SP 800-171 Requirements
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Á For ease of use, the security requirements are organized into 
14 control families

Á Each family contains the requirements related to the general 
security topic of the family, and contain a total of 110 
individual controls/ requirements.



NIST SP 800-171 Required Deliverables
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To document implementation of NIST SP 800-171, companies should 
have a system security plan in place, in addition to any associated plans 
of action:

ÁNIST SP 800-171, Security Requirement 3.12.4 (System Security Plan):
-Develop, document, and periodically update, system security plans 

that describe system boundaries, system environments of operation, 
how security requirements are implemented, and the relationships 
with or connections to other systems

ÁNIST SP 800-171, Security Requirement 3.12.2 (Plans of Action):
-Develop and implement plans of action designed to correct 

deficiencies and reduce or eliminate vulnerabilities in organizational 
systems

* The contractor self-attests (by signing contract) to be compliant with 
DFARS Clause 252.204-7012, to include implementation of NIST SP 
800-171 (which allows for planned implementation of some 
requirements if documented in the system security plan and 
associated plans of action).



DFARs Teeth: CMMC
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ÁAs it stands now, contractors demonstrate adherence to DFARS 252.204-7012 and 
application of NIST SP 800-171 by way of self-attestation (by signing the contract)
ÁWhile program offices reserve the right to scrutinize a specific contractor's approach to 

providing adequate security to protect CUI (e.g. MDA), there is currentlyno formal 
program in place to broadly audit all DoD contractors.

ÁIƻǿŜǾŜǊΣ ǘƘŜ 5ƻ5 ǿƛƭƭ ǎƻƻƴ ōŜ ƎƛǾƛƴƎ ǘƘŜ 5C!wǎ ǊŜǉǳƛǊŜƳŜƴǘ άǘŜŜǘƘέ ōȅ ǿŀȅ ƻŦ ǘƘŜ 
Cybersecurity Maturity Model Certification (CMMC).
ÁThe enforcement and auditing process will impact all DoD contractors, from small service 

providers to major manufacturers of vital matériel.
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Cybersecurity Maturity Model Certification
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Á/aa/ ±ƛǎƛƻƴΥ ά.Ŝ ŀ ǳƴƛŦƛŜŘ ŎȅōŜǊǎŜŎǳǊƛǘȅ ǎǘŀƴŘŀǊŘ ŦƻǊ 5ƻ5 ŀŎǉǳƛǎƛǘƛƻƴǎ ǘƻ ǊŜŘǳŎŜ 
exfiltration of Controlled Unclassified Information (CUI) from the Defense Industrial 
.ŀǎŜ ό5L.ύΦέ

ÁCMMCŎƻƳōƛƴŜǎ ǾŀǊƛƻǳǎ ŎȅōŜǊǎŜŎǳǊƛǘȅ ǎǘŀƴŘŀǊŘǎ ŀƴŘ άōŜǎǘ ǇǊŀŎǘƛŎŜǎέ ǿƘƛƭŜ ƳŀǇǇƛƴƎ 
these practices and processes across several maturity levels.

ÁThe CMMC effort builds upon existing regulations (DFARS 252.204-7012)that is based on 
trust by adding a verification component with respect to cybersecurity requirements.

Á¢ƘŜ Ǝƻŀƭ ƛǎ ŦƻǊ /aa/ ǘƻ ōŜ άŎƻǎǘ-ŜŦŦŜŎǘƛǾŜέ ŀƴŘ άŀŦŦƻǊŘŀōƭŜέ ŦƻǊ ǎƳŀƭƭ ōǳǎƛƴŜǎǎŜǎ ǘƻ 
implement at the lower CMMC levels.

ÁThe intent is for certified independent 3rd party organizations to conduct audits and 
inform risk. 



Cybersecurity Maturity Model Certification
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Á Requires a particular CMMC Level for a specific contract in RFP 
ǎŜŎǘƛƻƴǎ [ ϧ aΣ ŀƴŘ ǿƛƭƭ ōŜ ŀ άƎƻκƴƻ-Ǝƻέ ŘŜŎƛǎƛƻƴΦ

Á CMMC builds upon NIST SP 800-171 , combining other standards.

Cybersecurity Maturity Model (CMMC) DFARs 252.204-тлмн  ά{ŀŦŜƎǳŀǊŘƛƴƎ /ƻǾŜǊŜŘ 5ŜŦŜƴǎŜ 
LƴŦƻǊƳŀǘƛƻƴ ŀƴŘ /ȅōŜǊ LƴŎƛŘŜƴǘ wŜǇƻǊǘƛƴƎέ

Á DFARs clause still requires contractor to implement NIST SP 800-171
Á Contractors still attest that they are doing this by signing a contract.

Two Related 
Requirements  

Running in Parallel



Cybersecurity Maturity Model Certification
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Level Attributes

CMMC Level 1
Basic Cyber 

Hygiene

CMMC Level 2
Intermediate 

Cyber Hygiene

CMMC Level 3
Good Cyber 

Hygiene

CMMC Level 4 Proactive

CMMC Level 5
Advanced / 

Progressive

Description of Practices Example Practices

Å Basic cybersecurity

Å Achievable for small companies

Å Subset of universally accepted common practices 

Å Limited resistance against data exfiltration

Å Limited resilience against malicious actions

Å FAR Requirements

Å Anti-virus

Å Ad hoc Incident Response

Å Ad hoc Cybersecurity 

Governance

Å Inclusive of universally accepted cyber security best practices

Å Resilient against unskilled threat actors

Å Minor resistance against data exfiltration 

Å Minor resilience against malicious actions

Å Risk Management

Å Awareness and Training

Å Back-ups & Security Continuity

Å Coverage of all NIST SP 800-171 Rev 1 controls

Å Additional practices beyond the scope of CUI protection 

Å Resilient against moderately skilled threat actors

Å Moderate resistance against data exfiltration 

Å Moderate resilience against malicious actions 

Å Comprehensive knowledge of cyber assets

Å All NIST SP 800-171 Rev 1 

Requirements are Met

Å Multifactor 

Authentication

Å Information Security Continuity 

Plan

Å Advanced and sophisticated cybersecurity practices 

Å Resilient against advanced threat actors

Å Defensive responses approach machine speed

Å Increased resistance against and detection of data exfiltration 

Å Complete and continuous knowledge of cyber assets

Å Consideration of Supply Chain 

Risk

Å Threat Hunting

Å Detonation Chambers

Å Highly advanced cybersecurity practices 

Å Reserved for the most critical systems

Å Resilient against the most-advanced threat actors 

Å Defensive responses performed at machine speed

Å Machine performed analytics and defensive actions 

Å Resistant against, and detection of, data exfiltration 

Å Real-time Asset Tracking

Å 24x7 SOC Operation

Å Autonomous Initial Response 

Actions
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Notional CMMC Timeline
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Á These two artifacts can guide your efforts.
Á Note that the CMMC process may impact the applicability 

of this guidance. 

DoD Guidance for Reviewing SSPs and the NIST SP 800-171 
Security Requirements Not Yet Implemented

NIST SP 800-171A, Assessing Security Requirements for 
Controlled Unclassified Information


